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Types of 
Mis- & Dis-

information

https://firstdraftnews.org/articles/fake-news-complicated/

https://firstdraftnews.org/articles/fake-news-complicated/


Be a 
skeptic, not 

a cynic

We do not need to be cynics and 
reject everything we hear and see. 
Instead, we need to be curious, ask 
questions, respect facts, and 
evaluate sources – trademarks of a 
good skeptic!



Bias

We are all biased
EVERYONE has bias. We must assume 
that all news and information has some 
degree of bias, just as we must assume 
that we as individuals approach 
everything with bias.



Agenda

Agenda is more important
Agenda should be your primary concern 
for quick fact checks. Agenda is about 
what a news or research organization is 
set up to do. Good process and good 
culture go a long way to mitigating 
personal bias.

https://www.notion.so/Smoke-free-discussion-83af5f91e4264a8e937673a52896df6f

https://www.notion.so/Smoke-free-discussion-83af5f91e4264a8e937673a52896df6f


Logical 
Fallacies

https://michelerosenthal.com/portfolio/logical-fallacies/

https://michelerosenthal.com/portfolio/logical-fallacies/


Role of 
Emotion

Check your emotions!
When you feel strong emotion and that 
emotion pushes you to share a “fact” 
with others, STOP. Above all, these are 
the claims that you must fact-check.



Learn the 
“Moves”: 

SIFT

 Stop: Ask yourself whether you know the 
website or source of the info and what the 
reputation of both claim and website is.

 Investigate the source: Know what you are 
reading before you read it.

 Find trusted coverage: When investigating 
a claim, look for trusted reporting or 
analysis of the claim.

 Trace claims, quotes, and media back to 
original context: Trace the claim, quote, or 
media back to its source so you can see it 
in original context and get a sense if the 
version you saw was accurately presented.

https://webliteracy.pressbooks.com/

https://webliteracy.pressbooks.com/


SIFT: Stop

Ask yourself whether you know and trust 
the website or source of info.

After you begin your search, if you find 
yourself down a rabbit hole, stop and 
take a second to remind yourself what 
your goal is.

https://www.notion.so/Introducing-SIFT-04db7879dd7a4efaa76bfb2397d11ffd

https://www.notion.so/Introducing-SIFT-04db7879dd7a4efaa76bfb2397d11ffd


cbcpubliclibrary.net/collections/eresources

SIFT: Stop

https://cbcpubliclibrary.net/collections/eresources/


Know what you’re reading before you 
read it.

 Take just 60 seconds to figure out where 
it is from before reading.

SIFT: 
Investigate

https://www.notion.so/Introducing-SIFT-04db7879dd7a4efaa76bfb2397d11ffd

https://www.notion.so/Introducing-SIFT-04db7879dd7a4efaa76bfb2397d11ffd


Is this a credible website?



Is this a credible website?

Stanford History Education Group 

study: https://youtu.be/yBU2sDlUbp8









Lateral Reading

 Look at what other websites and 
resources say about the resource you 
are using.

Websites often look professional, may 
not have ads, and/or appear as 
nonprofits – this is not a sign of 
credibility.

SIFT: 
Investigate





Nature of Scientific Research

 Scientific knowledge is always tentative and 
subject to revision should new evidence come 
to light

 Results of scientific studies are often just a drop 
in the bucket - they are rarely a complete 
picture

 News media often make the conclusions found 
in studies seem more conclusive than they 
really are

SIFT: 
Investigate



SIFT: 
Investigate

How do we determine 

expertise?



Are they experts?

Nils Bildt and Randall Akee





When you care about the claim an 
article is making and want to know if it is 
true or false, your best strategy is to find 
trusted coverage.

SIFT: Find 
Trusted 

Coverage

https://www.notion.so/Introducing-SIFT-04db7879dd7a4efaa76bfb2397d11ffd

https://www.notion.so/Introducing-SIFT-04db7879dd7a4efaa76bfb2397d11ffd


Bias in Algorithms/Search Engines

Algorithms have bias, just as people do

 Search engine optimization

 Filter bubbles

Confirmation bias

SIFT: Find 
Trusted 

Coverage



Confirmation Bias

Bad answers are sometimes the result of asking 

questions in ways that tap into the language or 

concerns of pseudoscience, conspiracy theory, or 

fringe beliefs.

From a physician warned by FDA to stop making false 

claims: www.quackwatch.org/11Ind/mercola.html

SIFT: Find 
Trusted 

Coverage

http://www.quackwatch.org/11Ind/mercola.html


Avoid Confirmation Bias in Searches

• Avoid asking questions that imply a certain answer

• Avoid using terms that imply a certain answer

• Avoid culturally loaded terms

• Plan to reformulate

• Scan results for better terms

SIFT: Find 
Trusted 

Coverage



Fact Checking Claims







SIFT: Find 
Trusted 

Coverage

Reputable Fact Checking Sites

 The following organizations are generally regarded as 
reputable fact-checking organizations focused on U.S. national 
news:

 Politifact
 Factcheck.org
 Washington Post Fact Checker
 Snopes
 Truth be Told
 NPR Fact-Check

 Respected specialty sites cover niche areas such as climate or 
celebrities. Here are a few examples:

 Climate Feedback
 SciCheck
 Quote Investigator

 There are many fact-checking sites outside the U.S. Here is a 
small sample:

 FactsCan (Canada)
 The Hound (Mexico)
 BBC Reality Check (UK)
 Channel 4 Fact Check (UK)
 Full Fact (UK)

http://www.politifact.com/
http://www.factcheck.org/
http://www.washingtonpost.com/blogs/fact-checker/
http://www.snopes.com/
http://truthbetold.news/category/fact-checks/
http://www.npr.org/sections/politics-fact-check
http://climatefeedback.org/
http://www.factcheck.org/scicheck/
http://quoteinvestigator.com/
http://factscan.ca/
http://www.animalpolitico.com/sabueso/
http://bbc.co.uk/realitycheck
https://www.channel4.com/news/factcheck/
https://fullfact.org/


Evaluating News Sources

 “Newspapers of record”
 They are rigorous, showing attention to detail 

and having accountability in their editorial 
processes.

 They have a truly national view and attempt to 
be the best possible record of what happened 
in the nation (not just a region) on a given day.

SIFT: Find 
Trusted 

Coverage



Newspapers of Record

 United States:
 The New York Times
 The Wall Street Journal
 The Los Angeles Times
 The Washington Post
 You could add in the Boston Globe, Miami Herald, 

or Chicago Tribune. 
 Or subtract the LA Times or Washington Post.

 Other English-language newspapers of record:
 The Times (UK)
 The Daily Telegraph (UK)
 The Irish Times (Ireland)
 The Times of India (India)
 New Zealand Herald (New Zealand)
 Sydney Morning Herald (Australia)
 The Age (Australia)
 The Globe and Mail (Canada)

SIFT: Find 
Trusted 

Coverage



SIFT: Find 
Trusted 

Coverage

https://www.allsides.com/media-bias/media-bias-chart

https://www.allsides.com/media-bias/media-bias-chart


Pobody’s Nerfect
The commitment to fact-checking and 
correcting errors is what’s important. We 
cannot expect journalists to be infallible, 
especially in the face of breaking news 
and unknowns.

https://www.poynter.org/fact-checking/2018/the-funny-
the-weird-and-the-serious-33-media-corrections-from-
2018/

SIFT: Find 
Trusted 

Coverage

https://www.poynter.org/fact-checking/2018/the-funny-the-weird-and-the-serious-33-media-corrections-from-2018/


Bogus Local News Sites

 Many fake news sites make themselves 
appear to be local news sites; e.g., Denton 
Daily or Livingston Ledger

 They plagiarize legitimate news in order to 
monetize it. Sometimes they also deliberately 
promote false claims and/or highly biased info

 These sites are capitalizing on two aspects of 
our current info environment: 

 the public’s trust in local news organizations

 the likelihood people will not detect bogus but 
legitimate-sounding sources of local news

bit.ly/buzzfeednews_fakelocalnews

SIFT: Find 
Trusted 

Coverage

https://bit.ly/buzzfeednews_fakelocalnews


 The web often strips information of its 
context. In order to understand if 
something is being accurately 
portrayed, we must find that context.

 Trace claims, quotes, and media back 
to the original context.

SIFT: Trace

https://www.notion.so/Introducing-SIFT-04db7879dd7a4efaa76bfb2397d11ffd

https://www.notion.so/Introducing-SIFT-04db7879dd7a4efaa76bfb2397d11ffd


SIFT: Trace

Should we ditch the sunscreen?





SIFT: Trace

Did this NRA CEO and vice president 
really say this?





Using Reverse Image Search







Using Reverse Image Search

twitter.com/colmorrisdavis/status/1440446172880015363

https://twitter.com/colmorrisdavis/status/1440446172880015363




Images and Videos Out of Context

SIFT: Trace

https://www.snopes.com/news

/2018/01/03/false-iranian-

protest-videos-surface-online/

Search: 2017 march for 

democracy iran video fact 

check

https://www.snopes.com/fact-

check/voter-fraud-in-2016-

primary/

Search: 2016 democratic 

primary voter fraud video 

fact check

https://www.snopes.com/news/2018/01/03/false-iranian-protest-videos-surface-online/
https://www.snopes.com/fact-check/voter-fraud-in-2016-primary/


SIFT: Trace

More advanced video sleuthing: InVID verification plugin 

for Chrome and Firefox: https://www.invid-

project.eu/tools-and-services/invid-verification-plugin/

For YouTube videos: 

https://citizenevidence.amnestyusa.org/

Images and Videos Out of Context

https://www.invid-project.eu/tools-and-services/invid-verification-plugin/
https://citizenevidence.amnestyusa.org/


Is this photo staged?

https://www.rumorguard.org/post/image-taken-out-of-context-to-make-false-claims-about-war-bbc

https://www.rumorguard.org/post/image-taken-out-of-context-to-make-false-claims-about-war-bbc


Deep Fakes

https://www.buzzfeed.com/craigsilverman/obama-jordan-peele-deepfake-video-debunk-buzzfeed

https://www.buzzfeed.com/craigsilverman/obama-jordan-peele-deepfake-video-debunk-buzzfeed


All of the moves (SIFT) are about getting 
the necessary context to read, view, or 
listen effectively. And doing that first.

 The moves reestablish the context the 
web strips away, allowing for more 
fruitful engagement with all digital 
information.

Recontextualizing

https://www.notion.so/Introducing-SIFT-04db7879dd7a4efaa76bfb2397d11ffd

https://www.notion.so/Introducing-SIFT-04db7879dd7a4efaa76bfb2397d11ffd


Summary 
of 

Strategies

 Intentionally read sources across the 
political spectrum

Consult multiple sources

Check facts and/or quotes

Critically evaluate sources – read 
laterally

Recognize your own and others’ 
biases

Don’t make yourself an easy target: 
avoid filter bubbles

 If you have any doubts, don’t share it

https://sites.google.com/umich.edu/library-fake-news

https://sites.google.com/umich.edu/library-fake-news


Thank you for your time! Questions?

Bonnie.Brzozowski@corvallisoregon.gov


